
Emails with poor spelling or grammar

Suspicious links that often lead to phishing landing pages or
deceptive websites

Fake websites that are similar to real ones. You may be redirected to a fake
website that closely resembles the original and asked to provide personal
information. Therefore, it's important to cross-check the website, links, and
sender's identity in email phishing attempts

Creating a sense of urgency by emphasizing a situation as if it were an
emergency. The tactic of email phishing is to prompt victims to act quickly
due to limited-time special offers.

Ensure that the "install unknown apps" setting is set to "not allowed.".

Activate antivirus/malware features on your phone. Run regularly to detect
any potential threats.

Avoid opening .apk files from unknown sources or individuals claiming to be
Bank officials. Ignore and delete .apk files immediately

Verify that any news, documents, or packages you receive are something you
were already aware of and had planned for, rather than something unexpected
from someone else

Disregard any instructions or requests to open message contents or download
and install .apk files. Your mobile device is at risk of being infected by
viruses/malware, which could compromise your personal data and financial
information

Turn off your mobile network right away and delete any suspicious applications
on your phone. Especially if the .apk file was previously downloaded

Do not grant permission for contacts or media storage on your device,
particularly if you notice any unusual behavior such as multiple pop-up boxes
requesting various permissions

Perform an antivirus/antimalware scan or backup your personal data and
perform a factory reset to ensure your phone is free from viruses/malware

Regularly change your passwords and PINs


